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Regulations and Ethics of Information Assurance 
The current generation evolves randomly technologically hence demands an emphasis on understanding the legal and ethical issues surrounding information. Developing the skills required in sporting the ethical concerns and regulations governing information assurance demand understanding the complex and dynamic regulatory and judicial environments as they apply in cyberspace. Information Assurance refers to the exercise of protecting information systems from access by unauthorized people. The assurance gets assured by ensuring proper management of risks related to the processing, use, storage and retrieval of information in computer systems and processes. Measures that govern the assurance of data range from ethical to legal processes.  The paper gives an overview of the ethical, legal, and regulatory issues related to information assurance. 
The competitiveness of the business world today leads to technological advancements that increasingly complex data vulnerabilities and lead to sophisticated cyber-attacks. The process by which the right information remains accessible to the right people in the proper timelines defines Information Assurance (IA). Organizations around the globe continue tasked with the challenge of ensuring data protection and implementing information assurance (Grama, 2015). It remains relevant for proper regulatory measures to get created to ensure data integrity, availability, confidentiality, non-repudiation and authentication without external adulterations or access.   
A law defines rules enacted by a judicial system of a country and gets created by lawmakers. Laws remain enforceable by the judiciary, and lawbreakers get prosecuted in the country’s courts. Regulation refers to a body or process that remains responsible for ensuring that specific laws get affected and practiced. Rules explain the necessary detail in the operational, legal, technical sense to ease the underrating of the law. Most countries globally set information security laws and regulations to govern the processes of acquiring, storing and transmitting information. The unprecedented growth and access to the internet make sensitive data more accessible than before. The list of cyber-crimes remains unlimited as people seek to harm others and destroy competitors through information manipulations. Information now ranks as an asset to corporations and demands protection at all costs. 
Since all countries develop information security laws differently, the paper focuses on the United States of America la concerning data and information systems protection. The breach notification law guides that in case of a breach within an institution, the information custodians (physical or electronic), must notify all the individuals that will get affected by the violation (Smedinghoff, 2008).  A breach occurs if sensitive, confidential and protected data is believed to have got stolen, used or viewed by unauthorized parties. Such information includes trade secrets, personally identifiable information, intellectual property, or banking details. The United States Information Security regulation lists personal information as the driver’s license, first name, last name, email address, account numbers, user names, and social security numbers. 
In some instances, information gets destroyed rendering it wholly inaccessible and unreadable by ill-intentioned parties. The information/data destruction law demands that businesses must dispose of data related to a customer once their engagements don’t require the record (Grama, 2015). The destruction ensures that data doesn’t fall in the wrong hands and maintains the integrity of an organization. The regulation details data destruction is as inclusive of erasing, modifying or shredding information in a way that renders it comprehensible by any known methods.  
Ethics in information systems refers to the principles that govern the actions of individuals during their interactions with data systems. The principles guide the people on deciding about their decisions when interacting with the internet. It remains unethical to hack into people’s operations in the quest to breach data. Accessing unauthorized information, i.e., passwords, personal information, trade secrets, from computer systems defines unethical practices. Individuals that engage in violating data can get referred to as lawbreakers and hence remain prosecutable by the laws against data violation. During interactions with data systems, individuals must maintain discretion and avoid accessing unauthorized data. In the case of a suspected breach in the data systems, people should report to the concerned parties in time to help minimize or stop the consequences attributed to stolen data (Nemati, 2008).  Ethical standards must get followed by all individuals in an organization and failure to adhere to the firm’s policies must get followed by severe punishments for the criminals involved. 
The internet and technological advancements have eased access to data and several online services in the current times. The growth has come with loads of insecurities facing organizations hence a need for people especially those dealing with sensitive information to understand the laws and regulations, and ethics of information assurance. All countries must develop rules to govern data security in corporations. The firms and institutions should educate all the staff on ethics to uphold when handling data and the regulations governing computer systems safety. Laws against information breaches by individuals, parties, and firms remain a significant boundary to enforce information assurance. Companies must also employ data security methods that hinder ease of access and educate their staff on policies of ensuring data assurance.
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